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ABSTRACT

The continuous technological evolution of the digital economy, for which there are no
physical barriers and borders, has led to an increase of cross-country data flows and transfers.
This creates a normative issue when transfers are transnational, i.e. when they occur between
different legal orders. This difference in regulatory status, combined with the easiness that data is
transferred to different countries risks undermining the level of protection of personal data at a
global level. This paper attempts to show that there are normative shortcomings of the current EU
framework for transnational data transfers, particularly regarding its practical effectiveness and
balance of three social interests — individual privacy rights, economic freedom and national
security — at stake. This paper also argues that, due to the importance of data transfers in today’s
world, it is necessary to refuse a nationalistic approach and instead adopt an internationalist
output for better protection of privacy rights globally.

Keywords: Transnational data transfers, Schrems case, Balancing of rights, Data protection legal
framework, Global law
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I. INTRODUCTION: DIGITAL AGE AND DATA TRANSFERS

We are currently living in an era of wide digitalization of human practices. By this we
mean that, instead of the use of physical instruments, these practices now use (and / or are based
on the use of) digital technologies, such as smartphone applications, computer programs, website
registries, etc. Users, economic agents and public servants insert their data into these programs and
software. Information, composed of codes, algorithms and binary languages, is then stored in
servers and processed. This technological shift has led to a revolutionary change in the way we
communicate and, therefore, of how we interact with one another, from mere social to more
commercial interactions.

Therefore, there is a great degree of (necessary) data transfers in this stage of the digital
era. As a report from the United Nations Conference on Trade and Development states, «[e]very
day, vast amounts of information are transmitted, stored and collected across the globe, enabled by
massive improvements in computing and communication power».! A major characteristic of this
new global setting is the velocity and apparent lack of boundaries for data transmission. With a
simple mouse click or screen touch we can send a message to another person located in a different
country, maybe even on the other end of the globe.

This development and consequent increase of transnational data transfers poses serious
challenges from a legal perspective. Although the World Wide Web does not know no barriers, the
same is not true regarding regulation of social interactions and economic activity. States are not
only separated by physical borders; they are also separated by strong legal differences.

Law is idiosyncratic, part of the wider cultural acquis of a given political community?. It
sets out the object and method of regulation in accordance with the specific interests and concerns
of that specific community. This means that regulation of transnational data transfers shall be
structured in accordance with different interests. For some political communities, the interest of
regulating data transfers shall strongly take into account the economic potential of technology
development, i.e. setting out legislation with minimum regulation criteria in order to enable the
greater number of transfers. For other political communities, national security issues shall be the
key point, i.e. setting out legislation that enables the State to access, albeit within certain limits,
personal data in order to protect the integrity of the community as whole. Finally, other
communities, while taking into account the importance of the first two principles, consider that the
core of regulating transnational data transfers shall be to protect the data itself, i.e. the rights of
individuals to the privacy of their personal data.

As such, we face a difficult legal conundrum. Transnational data transfers are a necessary
reality in the globalized world we live in. We can say that it is already inherent to the way
communication happens in the world today. However, it is very difficult to limit these transfers by
physical means. At the same time, there is a difference in effect concerning the rights and other
sets of legal protections afforded to users from one legal order to another. In this sense, it is
possible that there can be wide discrepancies in legal protection that may jeopardize individual
rights of users, such as their right to privacy. There are also high thresholds of protection of
individual rights that shall impact the development of economic activity and, also, affect national

! United Nations Conference on Trade and Development (2016), p. xi
2 COTTERELL, Roger (2006), p. 97-105



security issues. Intelligence activity requires the possibility to investigate and collect data, albeit
within limits concerning individual rights.

Therefore, regulation of transnational data transfers has a strong impact in the way that not
only rights are protected, but also economic and security relations are established between
different countries. The different balance set out in different legal orders regarding this “triangle”
impairs the effective resolution of this global problem. Neither one of these three interests is
properly protected in a wider perspective, but instead is dependent on national regulation, the level
of protection of which that can vary greatly. The concern is that while regulatory models are based
in a national, protectionist perspective it will always be difficult to achieve an effectively balanced
model for regulating this issue that affects citizens in the whole world. In this sense, an
internationalist, global legal approach to the problem could provide a better, more effective and
balanced regulatory model.

The present paper has the purpose of critically analyzing the current approach to
transnational data transfers regulation by looking at the EU legal framework on this topic. The EU
has a very sophisticated legal framework of data protection and transnational data transfers, a
model that has been replicated in other States, such as Japan or Isracl’. However, we believe that
the model is indicative of the difficulties of having an over-national approach to a global issue.
The model as it stands has important shortcomings concerning the balance achieved between the
efficient allocation of the interests at stake. These shortcomings may prove critical in setting a
predictable structure that, in the long term, can protect individual rights effectively and guarantee
strong intelligence cooperation and stable economic relations between countries.

The paper is structured as follows. In the first section, we shall describe the EU normative
model of transnational data transfers and its framework. The model is set out in Directive
95/46/CE (“the Directive”) — to be replaced in 2018 by Regulation 2016/679, also known as the
GDPR — and in the interpretative criteria set out by the CJEU in the Schrems case. In the second
section, we shall present and discuss the importance of the triangle of interests subjacent to
transnational data transfers: development of economic relations and global prosperity, protection
of national security and intelligence activities and guaranteeing of individual rights, mainly the
right to privacy. In the third section we shall look at the EU model from a critical perspective,
taking into account the balance of interests set out in the previous section and the impact of the
Schrems judgment. In the fourth section, we shall consider the problems set out from what we
consider a nationalistic, protectionist approach to regulating transnational data transfers. We shall
conclude by making the case for an internationalist approach to the regulation of global data
transfers.

II. The EU legal framework for transnational data transfers:
law and case law

The EU legal framework for transnational data transfers is set out in Chapter 1V, articles 25
and 26 of the Directive. According to article 25, paragraph one, data transfers to a third country

3 United Nations Conference on Trade and Development (2016), p. 13 and p. 32-34.



can occur only if the receptive country provides an adequate level of data protection. Apart from
this situation there can only be transfers following the conditions set in the derogations established
in article 26*. Therefore, the Directive sets that transnational data transfers from the EU to third
countries outside these situations are prohibited.

Evaluation of the adequate level of data protection of the third country shall be done by the
European Commission. As paragraph 2 of article 25 states, this evaluation «shall be assessed in
the light of all the circumstances surrounding a data transfer operation or set of data transfer
operations». The Commission shall take into account several criteria when performing this
evaluation, such as: the nature of the data; the reason for treatment and its duration; the place of
departure of data and to where it shall be sent after treatment; the legal framework of data
protection in the receiving country, both in national law and in international commitments; and
«the professional rules and security measures» that are in place in the receiving country’s territory.
Following this evaluation, the Commission shall adopt a decision (an adequacy decision) stating if
the third country provides or not an adequate level of data protection, in accordance with article 25
number 6. Therefore, by adopting the decision the Commission is permitting general data transfers
to that specific third country.

The Directive has been recently amended by the GDPR, which shall enter into force on
May 18 of 2018, according to its article 99. Regulation of transnational data transfers is set out in
articles 44 to 50 of Chapter V of the GDPR. The general rule remains that transnational data
transfers are prohibited unless there is either an adequacy decision by the Commission or an
exception like ones that were set out in article 26 of the Directive. However, article 45 of the
GDPR sets out a reinforced list of criteria for the Commission to consider when evaluating the
adequacy level of data protection in a third country. It adds to the criteria set out in article 25 of
the Directive:

«the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both general
and sectoral, including concerning public security, defense, national security and criminal law and the
access of public authorities to personal data, as well as the implementation of such legislation, data
protection rules, professional rules and security measures, including rules for the onward transfer of
personal data to another third country or international organization which are complied with in that
country or international organization, case-law, as well as effective and enforceable data subject rights
and effective administrative and judicial redress for the data subjects whose personal data are being
transferred»

and
«existence and effective functioning of one or more independent supervisory authorities in the third

country or to which an international organization is subject, with responsibility for ensuring and
enforcing compliance with the data protection rules, including adequate enforcement powers, for

* Article 26 sets out a series of situations where transnational transfers are allowed even if the receptive country does
not provide an adequate level of data protection. These cases — points a) to f) — take into account situations where
the transfer has the purpose of safeguarding an important interest of the data subject, such as in judicial procedures or
in cases of medical information. Also, according to article 26 number 2, transnational transfers shall not be blocked if
made within the framework of private agreements that set out effective data protection rules in contractual clauses.



assisting and advising the data subjects in exercising their rights and for cooperation with the
supervisory authorities of the Member States (...)»

The Commission shall also take into account the existence of binding international
agreements regarding data protection issues. The GDPR also establishes a set of derogations for
transnational transfers outside the scope of an adequacy decision in articles 46 and 49. The
exceptions still take into account the individual interest at stake in the transfer as the justification
for it to occur even if the third country does not guarantee an adequate level protection. The
GDPR adds to the former framework the more open, and general criteria that if there are sufficient
safeguards concerning rights and adjudication of rights for that particular transfer, then the transfer
can go through.

The main interpretative issue in the EU’s legal framework for transnational data transfers
concerns the meaning of the concept of what is an adequate level of protection. It was up for to the
Commission, following the criteria set out in the Directive, to make a decision regarding this
notion. However, since the criteria were rather open, the Commission enjoyed a certain amount of
discretion when evaluating the adequacy of a third country’s system of data protection.

The question regarding the meaning of the concept of an adequate level of protection was
discussed before the CJEU in the Schrems case®. This case concerned a judicial controversy in
Irish courts between an Austrian citizen, Maximilian Schrems, and Ireland’s Data Protection
Commissioner. The claimant considered that it was necessary to reevaluate if the USA was or not
providing an adequate level of data protection, after the Snowden revelations exposed the practice
of mass surveillance and collection of data by the American intelligence services. In this sense, the
Irish Data Protection Commissioner, according to Schrems, had to analyze his request and see if
this was the case, something that the Commissioner refused to, partly because there was a previous
adequacy decision enacted by the EU regarding the USA®. Maximilian Schrems decided to appeal
against the Commissioner’s decision to the Irish High Court.

This Court considered that the Snowden revelations offered damaging evidence of the
US’s practice against individual rights of privacy as protected by Irish and European law’. The
Irish Court then referred this question to this CJEU: could the Data Protection Commissioner
refuse to analyze a claim on the basis of an existent adequacy decision by the European
Commission?

The CJEU started by answering this question in a positive manner, stating that to
understand otherwise would mean that individuals would be less protected in face of violations to
their rights of privacy by third countries. It would also unfairly restrict the role of national
authorities of data protection®. The EU Court then moved to look into the Commission’s adequacy
decision regarding the USA in order to assess its validity vis-a-vis the Directive and general
principles of EU law. In order to do so, the CJEU had to define what is should be understood as
being an adequate level of protection.

5 CJEU case C-362/14, Maximilian Schrems (2015)

6 Commission Decision 2000/520 (2000). The adequacy decision considered that the principles of Safe Harbor
presented by the USA — principles relating to protection and treatment of personal data that US companies would
have to comply with — were sufficient to guarantee an adequate level of protection.

T CJEU case C-362/14, Maximilian Schrems (2015), paragraphs 30 to 35

8 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 66



The EU Court stated that a third country has an adequate level of protection if it has in
place a legal framework of protection of fundamental rights that is «essentially equivalent» to the
EU’s framework®. This does not mean that the third country’s framework has to be identical to the
European one. What is required is that the third country needs has effective legal tools in place to
protect the rights of users in a way that is substantially similar to the protection granted to
individuals by EU law'?. The Commission’s discretion in this field are, therefore, restricted to this
criteria of equivalence, and should be supervised accordingly!’.

The CJEU develops this idea further by stating three characteristics that a legal framework
of data protection equivalent to the EU’s should have. The first characteristic concerns the
efficiency of the framework itself. In this sense, there shall exist in the third country sufficient
legal tools and instruments in place that can, in practice, detect, deter and punish any infringement
to its own norms'?. One important element here for the EU Court is that the rules in place must
apply not only to private parties, such as companies, but also to public authorities, such as
government agencies. The second characteristic concerns the exceptional character of any
infringement. Interferences with the right of privacy and the right of data protection — articles 7
and 8 of the Charter respectively — can only occur if they are legal, necessary and proportional.
This means that interferences shall pursue a goal of general interest, be defined by clear and
precise rules, set minimum guarantees of data protection and finally, applied only if strictly
necessary and according to a proportionality assessment'>. The third and final characteristic
concerns the judicial means of redress available to individuals. According to the CJEU, it is
necessary that there are effective options available to individuals to react against interferences in
their rights of privacy and data protection. The Court states that «legislation not providing for any
possibility for an individual to pursue legal remedies in order to have access to personal data
relating to him, or to obtain the rectification or erasure of such data, does not respect the essence
of the fundamental right to effective judicial protection, as enshrined in Article 47 of the
Charter!*».

Through the application of these criteria, the CJEU found that the adequacy decision
regarding the US was invalid in face of EU law'>. The Court argued that the Commission did not
justify that the US legal framework of data protection guaranteed an essentially equivalent level of
data protection'®. The CJEU stated that according to the adequacy decision it seems that in the US
the principle of national security has primacy over legal principles of data protection'’. The
adequacy decision also implied that this supremacy is excessive and imbalanced because it does
not present rules destined to limit the effect of interference of US authorities when assessing

9 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 73

10 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 74

I CJEU case C-362/14, Maximilian Schrems (2015), paragraph 78

12 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 81

13 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 91. The rationale of the CJEU in this case regarding
the application of a strict proportionality assessment to infringement of the right to privacy had been previously
applied in the Digital Rights case. See CJEU joined cases C-293/12 and C-594/12, Digital Rights (2014). For an
analysis of the case, see GRANGER, Marie-Pierre, and IRION, Kristina, (2014), pp. 835-850.

14 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 95

15 CJEU case C-362/14, Maximilian Schrems (2015), paragraphs 105 and 106

16 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 98

17 CJEU case C-362/14, Maximilian Schrems (2015), paragraphs 84 and 85



personal data for national security purposes'®. The fact that US legislation allowed for
indiscriminate mass collection of data shows that interference with the individual right to privacy
is not made under strict necessity and proportionality. Finally, the CJEU pointed to the lack of
judicial means of redress available to individuals vis-a-vis data collection by US intelligence
agencies as not being compatible with the right to an effective judicial remedy stated in article 47
of the Charter!.

II. The EU legal framework and the immediate
consequences of Schrems: Privacy Shield

The EU legal framework for transnational transfer of data after Schrems can be summoned
as follows?’. Transnational data transfers are, in principle, forbidden, unless they fall into one of
the derogations set in the Directive — and in the future, in the GDPR. The derogations allow for
transfers in specific individual situations. Transnational transfers of data to a third country can also
be allowed if there is an adequacy decision enacted by the Commission. An adequacy decision
represents an assessment by the Commission of a third country’s legal framework of data
protection. If the Commission finds that this framework is adequate — i.e. that the third country
offers an essentially equivalent framework of protection of fundamental rights regarding treatment
and collection of personal data — the decision allows for general transfers of data between the EU
and the third country. Finally, when assessing the adequacy of the third country’s framework, the
Commission must assert that the fundamental rights set out in the Charter — in particular articles
7 (right to privacy), 8 (right to data protection) and article 47 (right to an effective judicial
remedy) — are duly protected, in accordance with the CJEU’s jurisprudence on the matter.

The Schrems case ended with the CJEU declaring that the adequacy decision regarding
transnational transfers to the USA was invalid in face of EU law, for failing to comply with the
adequacy criteria and with the duty of the Commission to justify, in substance, its evaluation®'.
The Court stroke down the legal act and did not introduce any interim measures. In this sense,
after Schrems there was no permission, in face of EU law, to transfer data from the EU to the
USA%,

In August 2016 this situation was corrected when the Commission issued a new adequacy
decision’>. The USA reformed the Safe Harbor principles, setting out new obligations for
companies and developing some of the former principles. The current framework is named
Privacy Shield and follows the same structure of the Safe Harbor, albeit more developed®*. Within
this new setting of principles, there were also statements by American authorities explaining the

18 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 88

9 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 95

20 For another overview, see OJANAN, Tuomas (2017), pp. 15-18.

2l The CJEU did not considered the Safe Harbor principles per se as invalid; it opted to consider the adequacy
decision and the action of the Commission in this regard. It was an indirect way of assessing the US system of
protection.

22 See MAY, Lisa and MABERRY, J. Scott (2015).

2 For a history of the negotiations, see VOSS, Gregory W. (2011), p. 11. For an understanding of the American model
of regulating data protection, see HASTY, Robert et alii (2013).

24 Commission Decision 2016/1250 (2016).



rules regarding the powers and limits of action of US intelligence agencies regarding individual
data collection.

It is possible to read from the adequacy decision that the Commission has made a visible
effort to justify its assessment that the US has an adequate level of protection. This effort is seen
not only in the dimension of the adequacy decision — 112 pages long, with 155 explanatory
clauses; the Safe Harbor adequacy decision was 47 pages long, with 11 explanatory clauses — but
in the content. In several points of the decision the Commission refers directly to the Schrems
decision and the interpretative criteria of the CJEU. The enactment of the adequacy decision
regarding the USA was welcome due to the important economic interests at stake. After Schrems
there was uncertainty regarding the future of transnational data transfers and what type of
framework was going to be put in place. The USA is one of the most important economic actors at
the forefront of digital businesses and technology; not to have an adequacy decision could
jeopardize the development of business ties with US companies.

However, the Privacy Shield adequacy decision has been criticized by experts®,
academics®® and politicians?’ alike. These critics state, in general, that the Privacy Shield does not
answer properly to the criteria set out by the CJEU in Schrems and, therefore, does not offer
sufficient guarantees of protection of fundamental rights of EU citizens. Although it presents new
principles and rules for companies to comply with, the American framework remains based on
auto-certification and doubts regarding the extent of powers of US intelligence authorities
remain®®. Furthermore, it does not present sufficient guarantees for individuals to react against
interference by American intelligence agencies?. In a nutshell, critics argue that the US does not
present a regulatory framework of protection of privacy and data rights of European individuals
that is essentially equivalent to the protection those individuals benefit from EU law.

There have been already attempts at challenging the Privacy Shield adequacy decision in
the CJEU?. This is not the place to enter into a discussion of the Privacy Shield per se and see the
merits of these critiques. Suffice to say that, in our opinion, there are two spheres of relations to
consider.

One is the private sphere — i.e. relations between companies / entrepreneurs and
consumers — and the other the public sphere — i.e. relations between US public authorities and
individuals. The adequacy decision presents in general a structured, reasoned and developed set of
justifications and arguments supporting adequacy of the US system. This is particularly true in
comparison with the Safe Harbor adequacy decision. From the point of view of the private sphere,
there are more precise duties for companies to comply with, and more assurances of regular
supervision provided by American authorities (the Federal Trade Commission and the Department
of Commerce). There is also an extensive list of judicial mechanisms available to individuals to
upheld their rights against possible interferences by private companies. From the point of view of
the public sphere there is also an improvement in explaining the limits and checks to the powers of
intelligence agencies, as well as the guarantees of individuals to challenge them. However, the

25 Article 29 Data Protection Working Party (2016) and EDPA (2016)

26 WISMAN, Tijmen H.A. (2017), pp. 365-366; and MONTELEONE, Shara and PUCCIO, Laura (2017), pp. 31-36
27 European Parliament (2017)

28 Article 29 Data Protection Working Party (2016), p. 57; EDPA (2016) p. 7

2 Article 29 Data Protection Working Party (2016), p. 57; EDPA (2016), p. 11

30 Politico (2016); BurActiv (2016)



principle of national security can still override Privacy Shield principles in the US®!. There are
situations in which the limits of this supremacy are not clear, particularly regarding collection of
data®?. Finally, there are also doubts regarding effective judicial protection of EU citizens against
interferences by US authorities, particularly regarding the independence of the Privacy Shield
Ombudsperson, set out under the administrative structure of the Secretary of State.

Therefore, there are shortcomings, as WISMAN and MONTELEONE and PUCCIO state,
that raise some doubts regarding the viability of the adequacy decision for the long term.

IV. The policy-normative interests regarding transnational
data transfers

There are three general policy and normative interests that regulation of transnational data
transfers should take into account®. These interests are: the development of economic relations
and global prosperity, protection of national security and protection of individual rights, in
particular the right to privacy.

Development of economic and commercial activity through technological evolution can be
seen from multiple perspectives. There has been the emergence and incorporation of digital
companies that have as their core business the provision of web, app based digital services.
Examples of this are companies such as Google or Amazon that provide e-mail accounts, cloud
businesses, online shopping or other communicative tools. But even more traditional industrial
companies and economic sectors of activity have had to adopt to digitalization in one or many
ways. This usually includes the setting of digital communication channels with their clients, either
through e-mail, app or an internet profile account. One strong example nowadays is the emergence
of companies operating on financial technology areas, also known as Fintech, regarding
particularly the provision of financial and banking services®*.

The common characteristic of how digitalization has affected economic actors is the
increase in the use, request, collection and treatment of personal data of individual clients at a
massive scale. In order to provide their services — either industrial or digital in nature — clients
must send certain elements regarding their person, such as age, address or marital status, and in
some cases their images, and also specific elements relating to the particular business relation. In
this sense, commercial companies — as well as public bodies — have become keepers of large
amounts of personal data. It is also important to notice that technological development has enabled
the provision of economic services between economic agents and consumers that are
geographically apart. Technology, in this sense, permits (and fosters) the globalization of
businesses.

The importance of digital economy and the digitalization of economy as a whole cannot be
overestimated. According to reports, their effect in investment and growing is already very

31 Commission Decision 2016/1250 (2016), p. 59

32 See for example Commission Decision 2016/1250 (2016), pp. 14-15 and p. 19

33 Discussion of these three interests is very explicit in the wider discourse surrounding data protection. See, for
example, United Nations Conference on Trade and Development (2016) pp. xi-xiv; and KUNER, Christopher (2011),
particularly pp. 6-9.

34 See for a consideration of all these manifestations, the recommendations of the Strategic Policy Forum on Digital
Entrepreneurship (2016)



expressive and with tendency to grow®. The future of economic activity shall occur in the digital
realm or at least with recourse to a significant digital interface. With the incorporation of
multinational companies, and the easiness of accessing or providing services anywhere in the
world to another part, transnational data transfers become a key element for fostering global
economic development.

The second policy interest concerns national security issues. The prosecution of internal
justice and national security by police bodies, the military and intelligence agencies represents
another important social interest to take into account when regulating transnational data transfers.
Access to communication data issued by computers or smartphones can allow law enforcement
authorities to analyze not only to the content of those communications, but also to find the location
and follow the movements of the communicators. Therefore, access to digital servers and
databases is a useful and effective tool for achieving the goals of policing and prevention of
crimes and threats to national security>®.

Two realities demonstrate the importance of access to private data by national intelligence
agencies. The first is the use of internet-based communication services by organized criminal and /
or terrorist networks. These organizations can have several cells around the world.
Communication, recruitment and training of their members can be achieved through social media
and the use digital equipment. Because these entities target attacks in several States, a combined
police effort between different national bodies requires that data can be transferred and shared
among them, regarding the monitoring and location of suspects. This effort, due to the nature of
counter-intelligence and policing activity, has often to be done in secrecy, at the expanse of

transparency”’.
The second reality concerns the emergency of digital crimes or cyber-crimes. These acts
concern committing a crime through digital means — such as credit card fraud, or theft, or

invasion of privacy, to name but a few. In this year of 2017, there have been several of these
events, when groups of hackers from unknown origins attacked the servers of several companies
around the world, requesting ransoms in exchange for not deleting information contained in the
servers®®. The rise of cybercrime requires the use of digital technologies and access to private
information in order to locate and find criminals. It also requires thatsharing, transfer of data
between different national polices, and agencies in order to better tackle these threats.

The third policy (and normative) interest to take into account concerns the protection of
personal liberties. Technological developments, increase of the digitalization of the economy and
the collection and monitoring of personal data for security purposes affect individuals. The
easiness and intuitiveness of digital communication, along with continuous requisition of personal
information has put personal data at risk and, therefore, the individual’s right to privacy®. This is
so because the user, as the consumer, holds a vulnerable position Vis-a-vis the commercial
undertakings that request his or her data for commercial purposes. At the same time, the

35 According to the United Nations, digital businesses related to data shall have global markets worth of up to 126
billions. See United Nations Conference on Trade and Development (2016) p. xi.

36 See, for example, the OSCE Handbook on Data Collection in support of Money Laundering and Terrorism
Financing National Risk Assessments (2012).

37 On secrecy and national security, sse SCHULHOFER, Stephen (2013).

3 WIRED (2017).

3 The right to privacy is one of the most important hallmarks of liberalism. See RICHARDS, David A. (1988);
RUBENFELD, Jeb (1989); DeCEW, Judith (2015; and COLE, David and FABBRINI, Federico (2016), pp. 6-8.



individual’s data is subject to possible unwanted collection and treatment by police and
intelligence authorities*. Both these situations can occur internally, i.e. national authorities of and
/or companies incorporated in the same legal order of the individual; and externally, i.e. national
authorities of a foreign state and / or companies incorporated in a foreign legal order.

It is in this last point data that individual rights in principle will be more vulnerable.
Individuals can use the commercial services of a company located in another legal system. By
having their data transferred to a foreign country, they shall be subject to the laws of the State in
which the company holding data is located. These laws may offer a different level of protection
than the one afforded to the individual in his or her own national legal order. Not only that, but in
case there is an illicit interference with an individual right the claimant will most likely have to
physically travel to that State and set out legal actions there, facing procedures done in a different
language, having to deal with a different legal order. There is a problem of protecting the other,
the foreigner, in terms of data regulation®!.

V. The complicated balance between policy and normative
interests

Regulation of transnational data transfers has, therefore, these three main interests to protect.
On one hand, transnational data transfers are a necessary part of economic development and of
current commercial practices. On the other hand, the emergence of sophisticated criminal and
terrorist networks with global reach requires the use of data collection mechanisms and
cooperation between different intelligence agencies. Finally, collection of data either by private
companies or national States have important implications for the protection and safeguard of
individual rights of privacy. In this sense, to regulate transnational data transfers requires a
difficult balance these three interests. It is necessary to regulate: for example, from an economic
perspective, to provide stability and market effectiveness for companies and other economic
agents; from a national security to provide clear and precise powers to intelligence agencies to act
and be held liable; and, most important, to protect individual rights. The way in which this
regulation can achieve a satisfactory balance is far from obvious.

To put it in more technical terms of constitutional theory, we have in this situation a
potential conflict between two individual rights — the right to develop an economic activity and
the right to privacy — and a public interest — protection of national security. Adjudication of
fundamental rights consists in a balancing act between conflicting and competing interests*?. This
competition generally occurs between the prosecution of a collective interest — e.g. protection of
the security of national citizens vis-a-vis external threats — and a fundamental right that is
affected by that same prosecution — e.g. the right to privacy. Departing from a liberal theory of
rights, it is important in this scenario to understand the status of each conflicting interest / right in
face the other. Regulation of transnational data transfers shall be set through balance between
these competing and often conflicting interests.

40 FABBRINI, Federico (2015-I1), p. 8-10.
4 As noted by COLE, David and FABBRINI, Federico (2015), p. 16.
42 KUMM, Matias (2007), p. 133-141.
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There are in these point two challenges, of conceptual and practical nature. The first
challenge concerns the nature of the collective and individual interests at stake. On one hand, we
have a fundamental right, from the core of the liberal tradition of rights: privacy. This right,
briefly, concerns the freedom of the individual to have a private sphere, an autonomous space of
his personality that is intimate and, therefore, he can shed from being made public. In other words,
it is one of the strongest rights of individual protection that is in a liberal society**. On the other
hand, we have the protection of the community’s well-being in face of danger and harm. The
prosecution of national security — the duty to maintain order and “peace” — is one of the
important tasks of the State**. Finally, we have an economic interest. It is difficult to understand
what this economic interest is, from a normative conceptual point of view®. Is it a right?
Economic rights include the freedom to contract and to pursue an economic activity. Nevertheless,
the role of these rights is weaker than with the first-generation rights. Is it, then, a collective
interest? The interest of allowing a free market that shall, in principle, foster competition and
demand and produce wealth that, in turn creates the possibility to generate resources for a given
political community. However, it is too abstract as an interest and from a liberal standpoint, a
difficult goal to achieve.

In sum, we are dealing with a conceptual and practical challenge of a conflict between a
“strong” individual right, a “strong” collective interest, and a difficult categorization of what can
be seen as an individual right or a collective interest. This conceptual difficulty weakens, in
practice, the claim this economic right or interest might have. However, the conceptual and
practical challenge remains. Although rights are trumps or shields, they are subject to infringement
if such infringement is not only legal but also legally justified*’. The challenge is in finding the
proper justification (and in, the case of the difficulty of economic rights, the proper legitimacy of
the interest), usually through a proportionality assessment.

This brings us to the second challenge. Adjudication of collective interests Vis-a-vis
individual rights is usually done in a judicial form. This means that the final definition of the
balance is in the hand of courts, faced with a specific situation in which this conflict arises. The
balance can be set a priori — for example, with legislation that explains or takes into account the
effects on the sphere of fundamental rights — but it can be challenged afterwards in a judicial
claim. The exercise of defining the balance is made within a concrete situation. This is so because
fundamental rights are optimizations of values*’, or principles*®, as open-ended axiological claims
defined in abstract. Therefore, any regulation that sets out a balance between the interests shall
have to pass by the courts — in this case, the CJEU — and subject to its institutional rationale,
that follows a different methodological and interpretative approach than the political and
administrative one of the bodies enactors of legislation®.

43 1t should be pointed out that the new challenges relating to “privacy” in a digital age. See the United Nations High
Commissioner for Human Rights Report (2014).

4“4 DUNLAP JR., Charles J., (2012), p. 1057.

45 On the conceptual discussion (and problem) of economic rights, see WALDRON, Jeremy (2010), and DE VRIES et
alli (2015).

46 KUMM, Matias (2007), p. 132.

4T KUMM, Matias, (2004), pp. 579-582.

4 DWORKIN, Ronald, (1997), pp. 24-27.

4 Following the economic theory of institutional choice of KOMESAR, Neil (2011), pp. 1-4.
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VI. The balance of interests in the EU legal framework of
transnational data protection

We have previously seen how the EU legal framework of transnational data transfers is set
out. In the following section, we shall see how these three interests — economic development,
national security and fundamental rights protection — are represented in the EU legal framework.

Fostering of the digital economy is one of the goals of a data protection framework,
according to the European Commission. The Commission states that «[d]ata has become an
essential resource for economic growth, job creation and societal progress. (...) This global trend
holds enormous potential in various fields, ranging from health, environment, food security,
climate and resource efficiency to energy, intelligent transport systems and smart cities»*’. The
European Parliament also acknowledges that «transfers of personal data between commercial
organizations of the EU and the US are an important element for the transatlantic relationships»!.
The importance of the digital economy is part of the wider strategy for the EU.

National security, on the other hand, is an interest that is not much discussed by the
legislative and executive institutions concerning transnational data transfers. The institution that
looks more closely into the discussion of national security as a political and legal interest is the
CJEU. In Schrems, as we previously saw, the Court takes issue with the importance attached to the
interest of national security against protection of privacy rights in America. The Court states that:

«As regards the level of protection of fundamental rights and freedoms that is guaranteed within the
European Union, EU legislation involving interference with the fundamental rights (...) must, according
to the Court’s settled case-law, lay down clear and precise rules governing the scope and application of a
measure and imposing minimum safeguards, so that the persons whose personal data is concerned have
sufficient guarantees enabling their data to be effectively protected against the risk of abuse and against
any unlawful access and use of that data»>2.

For the CJEU, the balance of interests of EU law is the following. Fundamental rights
should be upheld against national security. Only if this former interest is pursued by political
actors within requirements of legality, necessity and proportionality, and always guaranteeing a
minimum level of protection of privacy rights can it interfere, to a certain extent, with the latter’s
sphere. In this case, however, the requirements of necessity and proportionality were not satisfied.

Protection of privacy rights of European citizens is the interest that is most referred by the
political and executive institutions. As the Commission states, «Respecting privacy is a condition
for stable, secure and competitive global commercial flows. Privacy is not a commodity to be
traded. (...) In the digital era, promoting high standards of data protection and facilitating
international trade must thus necessarily go hand in hand»>*. The European Parliament also argues
that «[transatlantic data] transfers should be carried out in full respect of the right to the protection
of personal data and the right to privacy; whereas one of the fundamental objectives of the EU is

30 European Commission (2017), “Building a European Data Economy” p. 2.
3! European Parliament (2017), p. 3.

52 CJEU case C-362/14, Maximilian Schrems (2015), paragraph 91.

33 European Commission (2017), p. 6.
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the protection of fundamental rights, as enshrined in the EU Charter»>*. In addition, as stated in
the previous paragraph, protection of privacy rights is the interest that the EU’s main judicial
institution puts at the forefront, from a legal standpoint.

Therefore, the balance of interests set out in EU law, as established clearly by the CJEU, is
the protection of individual rights of privacy>>. National security is a legitimate public interest that
can interfere with the sphere of the rights of privacy, as long as if its pursuance follows criteria of
necessity and proportionality, and does not affect a minimum core of the right. Finally, economic
development is a political interest, as a goal to be achieved, but that is not taken into account as a
legal interest for a balancing perspective. Consequently, the EU shall only accept to transfer data
to a third country where this balance is also achieved and set in law.

VIIL. The shortcomings of the legal framework: a consequence of
the model

The position of the CJEU follows a liberal conception of fundamental rights adjudication.
In this sense, the right of privacy and the right to data protection prevail over other interests,
unless the adjudication of these interests follows the legal criteria of proportionality. This position
of the Court has been widely supported by European academics and certain advisory bodies and
agencies. It has also been criticized by American academics. The point of critique concerns the
balance of interests at stake, and the methodology of the decision®®. Other actors, such as
American politicians and certain economic agents have also expressed their concern over the
CJEU’s approach, calling it “over-zealous”.

We are not interested in discussing the merits of the Court’s judgment. Suffice to say that
in our opinion the CJEU is taking a coherent approach regarding protection of privacy with its
previous decision in Digital Rights Ireland. Our main concern, however, has to do with the
regulatory model of the EU per se. In our opinion, the CJEU decision is nothing more than a
consequence of the way in which the model is set up.

The EU legal framework for allowing transnational transfer of data is based on a model of
recognition. This means that the EU shall only allow general transfers of data to third countries if
it recognizes that the third country has a legal framework of data protection that is adequate — i.e.
«essentially equivalent» to its own legal framework of protection. In this sense, the EU is basically
upholding its legal framework vis-a-vis other countries. The underlying message is: if you want
our data, then have rules that, in essence, protect privacy rights as much as ours do. It is a case of
regulatory recognition — recognition of a legal framework that is similar to the EU’s. And in that
sense, the EU model upholds a certain balance of interests, in which fundamental rights cannot be

54 European Parliament (2017), pp. 3-4.

55 OJANEN, Thomas (2017), p. 29.

%6 The most poignant critique has been made by EPSTEIN, Richard (2016-I). See the rejoinder by SCHEININ, Martin
(2016) and the response by EPSTEIN, Richard (2016-1I). See also EDGAR, Timothy H., (2015) and BRILL, Julie,
and MAXWELL, Winston, (2016).
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trumped by national security objectives unless prosecution of those interests is proportional, in
accordance with the criteria set by the CJEU”’.

The problem lies in this point. The EU model sets out an obligation for the Commission to
consider only legal frameworks of third countries that offer not only the same degree of protection
but also (and particularly) the same balance of interests that the EU sets. And this is something far
more complicated to assess and to guarantee, because of the contextual considerations that
fundamental rights adjudication and balance of interests entail, as we previously saw. One thing is
to have this as a limit for prohibiting transfers to States that are less or not liberal at all political
systems, with dubious application of rule of law principles and fundamental rights adjudication.
But another, completely different, is to assess other liberal democracies, such as the USA, where
there are fundamental rights and freedoms, but also competing interests that are politically and
socially legitimate®®. The balance of adjudication between these rights and interests may differ
from the one set in the EU due to social and cultural traditions and idiosyncrasies. Adjudication
may vary also not only in content but also in method. At the same time, the general principles of
law and reasoning are fairly similar, since they stem from a liberal and democratic background.

We can call this the third challenge of fundamental rights adjudication. First, the difficulty
of, in abstract, define the balance. Second, the fact that final adjudication of the balance rests in
the hands of a judicial body. Third, the fact that the balance of interests can be substantially
different due to context — not only of the case that is being discussed, but also (and more
crucially) the legal context in which the dispute in front of the Court arises.

The risk is that this discrepancy may be difficult to solve through this model. Balances of
principles and fundamental interests are culturally contextual. The model of recognition and
evaluation of equivalence is subject to changes in this balance. In this sense, if the balance shifts,
equivalence shall no longer exist — as the CJEU stated in Schrems, when assessing the adequacy
decision and the balance set there and in the US intelligence practice of the time. This creates a
problem due to the instability that the model is subject to. This instability affects not only
economic and diplomatic relationships, because of the efforts to negotiate new data transfer
agreements (as the Privacy Shield saga proved) but, particularly, individuals. Without agreement
of data transfers it is the data of individual EU citizens that shall be subject to less protection and
rights, particularly with regards to their relation with American companies. Another problem is the
possibility to create tensions of legal and political diplomacy. Relations between the EU and other
countries — in the particular case, with the US — could be affected by this situation.

In sum, the EU’s legal framework for transnational data transfers is highly protective of
fundamental rights, and rightly so. However, it is based on a system of equivalence that is prone to
be unstable in the long term, thus creating a regulatory loophole that affects all interests worth
defending at stake.

7 The problem is also the seemingly “uncompromising approach” of the CJEU to data privacy, as pointed by
FABBRINI, Federico (2015), p. 20 and OJANEN, Thomas (2017), p. 25-29.

8 On the USA’s constitutional balances or adjudications see NOLTE, Georg (2003) and the several contributions to
this monograph; on proportionality in the US and in the EU see also KUMM, Matias (2007), pp. 150-152; on the right
to privacy, more specifically, sece WHITMAN, James Q. (2003), p. 89-91, and COLE, David, and FABBRINI,
Federico (2015), p. 10-15.
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VIII. Conclusion: the case for an internationalist approach

Global problems require global solutions. Transnational data transfers is a reality in
today’s world. The problems associated with it affect not only European citizens abroad, but also
other countries’ citizens. A reality requires regulation and a strong legal framework to protect the
interests of individuals and States.

The recent decision of the CJEU on privacy rights related with data transfers and treatment
and the enactment of an updated legal framework demonstrate the importance that data transfers
have for European judicial and political actors alike. The model puts at its center the unequivocal
protection of the rights of privacy and data protection of individuals, Vvis-a-vis interests such as
national security.

Despite its qualities, the model has also important shortcomings. It is a model based on a
protectionist idea of normative and regulatory recognition. Transnational data transfers can only
occur in general when the receiving country has an essentially equivalent level of protection of
individual rights to the EU — that may count as setting out the same balance of interests of the EU
legal order. This may prove difficult to achieve in a long-term basis, even in other liberal and
democratic countries. Evidence of this is the Safe Harbor /Privacy Shield saga involving the USA.
If the balance of interests is not the same, then equivalence shall not exist. Due to the important
economic and political role of the USA regarding technologic and digital industries of
communication, the lack of a stable channel of data transfer may put at peril the rights of privacy
of European citizens in the long term.

This is why there should be a shift in the regulatory approach, from a nationalistic to an
internationalist (or globalist) stance. This means the urgency to set up an international normative
model for regulating data transfers and privacy security between different countries and different
legal systems. It would be in the best interest of all parties involved, for the sake of stability and
guarantee of the interests to be protected. In fact, a globalist approach could help set out a
framework dealing with the three complex interests at stake — economic relations, national
security and rights of privacy — and setting a level playing field between all countries with clear
and transparent rules, rights, and obligations. It could also guarantee a mechanism of adjudication
of individual rights with more effective protection for citizens of participant countries™.

The problem with this approach is that it requires all interested countries to agree on its
terms. It shall likely require compromises from all parties — and internal procedures of approval
that, in the case of the EU, will have the participation of judicial entities. Nevertheless, it is a risk
worth taking. It would be long-term solution for setting up a strong, efficient framework for data
transfers, enabling economic growth, answering to national security issues and with the possibility
of setting a high standard of protection of privacy and data protection rights. And it would also
strength legal relations between legal orders that could prove useful for other matters, such as
human rights law or trade®.

% We follow therefore the position of COLE, David and FABBRINI, Federico (2015), p. 15-18.
% An example that can be seen in the influence of regulatory practices of the EU on the US and vice-versa. See
FAHEY, Elaine, (2014), pp. 368-384.
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